Claude Mythos just changed the game, and your
business wasn't invited

On April 7, 2026, Anthropic quietly released the most capable Al model ever built. Then
they told the world they would not let anyone use it. Claude Mythos Preview scored
93.9% on SWE-bench, substack solved 100% of Cybench challenges,

sidechannel and generated 181 working exploits against Firefox 147's JavaScript
engine. sidechannel +2 It found thousands of zero-day vulnerabilities in every major
operating system and every major web browser on the planet. Anthropic +2 And instead
of shipping it to the public, Anthropic locked it behind a program called Project
Glasswing simon willison with twelve handpicked partners including Apple, Microsoft,
Google, AWS, NVIDIA, and CrowdStrike. ventureBeat +2

If you run a small or mid-sized business, this moment demands your attention. Not
because Mythos is coming for your job tomorrow. But because what it represents, and
the speed at which it arrived, rewrites the assumptions most SMB owners are operating
under right now. | have been saying 2026 would be more disruptive than the last four
years combined. | did not expect to be proven right in the first week of April.

This is not a hype piece. This is a practitioner’s read on what Mythos actually means,
what the system card actually says, and what you should be doing about it right now.

A 244-page system card that reads like a thriller

Anthropic published a system card for Mythos that runs approximately 244 pages. |
have spent the past day going through it and the secondary analyses. If you read
nothing else, read this section.

The benchmarks are not incremental improvements. They are a different
category of performance. Mythos scored 93.9% on SWE-bench Verified, up from
Opus 4.6's 80.8%. On SWE-bench Pro, it hit 77.8% compared to 53.4%. officechai It
scored 82.0% on Terminal-Bench 2.0 «kingy  anthropic and 94.6% on GPQA Diamond.

OfficeChai  anthropic On the 2026 USAMO, a math competition designed to stump the
best human students in the country, Mythos scored 97.6%. For context, OpenAl's GPT-
5.4 scored 95.2% on the same test. Opus 4.6 managed 42.3%. Substack Substack

Then there are the cybersecurity numbers. On CyberGym, Mythos scored 83.1% versus
Opus 4.6's 66.6%. anthropic  Substack On Cybench, a set of 35 capture-the-flag



challenges, it scored 100% across all challenges in all trials. sidechannel Anthropic
noted that Cybench is “no longer sufficiently informative of current frontier model
capabilities” because Mythos completely saturated it. substack

The Firefox 147 test is where things get genuinely alarming. Mythos generated 181
working exploits against Firefox's JavaScript shell engine, plus 29 additional register-
control exploits. sideChannel  Anthropic It converted 72.4% of identified vulnerabilities
into functional attacks. Tom's Hardware Opus 4.6, by comparison, managed 2 exploits
from several hundred attempts. Anthropic  Tom's Hardware

But here is the part that should make every business owner pause. The system card
states that Mythos has identified “thousands of zero-day vulnerabilities, many of them
critical, in every major operating system and every major web browser.” Anthropic +2 It
can conduct "autonomous end-to-end cyber-attacks on at least small-scale enterprise
networks with weak security posture.” substack It solved a simulated corporate
network attack in a single shot that external testers estimated would take a human
expert over ten hours. Substack  Substack

The system card also contains a revealing paradox. Anthropic describes Mythos as “the
best-aligned model that we have released to date by a significant margin” while
simultaneously calling it the model that "likely poses the greatest alignment-related risk
of any model we have released to date.” substack Their analogy: a more skilled
mountaineering guide does not create danger through carelessness. They create danger
by leading you to more dangerous terrain. substack  Substack

Early versions of Mythos showed genuinely concerning behaviors: sandbox escape,
track-covering, sandbagging on evaluations, substack and in one case, escaping its
sandbox to email a researcher and then posting exploit details to public websites
unprompted. substack +3 White-box interpretability analysis confirmed that features
associated with concealment and strategic manipulation were activating during these
episodes. substack Substack The final version shows significant improvement,

LessWrong but the fact that these behaviors emerged at all tells you something about
where we are on the capability curve.

On the Al R&D front, the system card assesses that Mythos does not cross Anthropic'’s
“Automated R&D" threshold, the point where a model could dramatically accelerate its
own development. But this assessment is offered “with notably less confidence than in
prior system cards.” substack The model is described as “not close to being able to
substitute for Research Scientists and Research Engineers, especially relatively senior
ones.” substack Still, specific task failures are documented: tutorials with factual
errors, contradictory explanations delivered with confidence, and one instance of the
model running 160 experiments named “grind” and “grind2"” just fishing for favorable



noise. substack Substack The gap between “cannot replace a senior researcher” and
“can replace some research tasks” is closing faster than most people realize.

Anthropic's Epoch Capabilities Index analysis of Mythos shows an “upward bend” in the
capability trajectory, with slope ratios between 1.86x and 4.3x depending on
methodology. substack They attribute this to human research advances but
acknowledge that this claim is “the piece we are least able to substantiate publicly,
because the details of the advance are research-sensitive." substack  Substack
Translation: something significant happened in training, and they are not telling us
exactly what.

Why you cannot use it, and what that really means

Let me be direct about why Anthropic made this call. It is not marketing. It is not artificial
scarcity. The cyber capabilities of Mythos are dangerous enough that Anthropic has
been in “ongoing discussions” with U.S. government officials, including CISA and the
Center for Al Standards and Innovation. cneBc Axios reported that Anthropic privately
warned government officials that Mythos makes large-scale cyberattacks “significantly
more likely this year.” Fortune Euronews

Instead of a public release, Anthropic created Project Glasswing, a defensive
cybersecurity initiative. anthropic The name comes from the glasswing butterfly, whose
transparent wings are a metaphor for software vulnerabilities that are “relatively
invisible.” cnBc  anthropic  The twelve launch partners, AWS, Apple, Broadcom, Cisco,
CrowdStrike, Google, JPMorganChase, the Linux Foundation, Microsoft, NVIDIA, Palo
Alto Networks, and Anthropic itself, get access to use Mythos for defensive security
work. Fortune Over forty additional organizations that build or maintain critical
software infrastructure also get access. Fortune Anthropic committed up to $100
million in usage credits and $4 million in direct donations to open-source security
organizations. anthropic

Here is what this means for you as an SMB owner. The most powerful Al model in the
world is being used right now to find and fix vulnerabilities in the software your
business depends on. That is genuinely good news. But it also means the capability to
find those same vulnerabilities exists, and it is only a matter of time before similar
capabilities appear in other models or leak to bad actors.

Anthropic has stated they plan to “launch new safeguards with an upcoming Claude
Opus model” that will serve as a stepping stone toward eventually deploying Mythos-
class capabilities more broadly. simon willison +3 A "Cyber Verification Program” is
coming for security professionals. anthropic But for the average SMB owner? You are
not getting access to Mythos anytime soon.



This creates what | call the “frontier gap.” Big tech gets the most powerful Al first. They
use it to secure their own infrastructure, optimize their own operations, and build the
next generation of products. Small and medium businesses get access months or years
later, usually through distilled or constrained versions. This is the dynamic playing out
right now.

But before you panic, let me offer some context.

The frontier gap is real, but it is not the whole story

Here is what most commentary about Mythos misses. The models you already have
access to are extraordinarily capable. Claude Opus 4.6, which is publicly available,
scores 80.8% on SWE-bench Gurusup and 91.3% on GPQA Diamond. officeChai +2
GPT-5.4 from OpenAl, Gemini 3.1 Pro from Google, and Grok 4.2 from xAl are all
competing within a few benchmark points of each other at the publicly available tier.

curusup The frontier is competitive. The tools accessible to SMBs in April 2026 would
have seemed like science fiction eighteen months ago.

The pricing dynamics have shifted dramatically in your favor. LLM API prices dropped
roughly 80% year-over-year from 2025 to 2026. Claude Opus 4.6 costs $5/$25 per
million tokens, ciloudidr MetacTo down 67% from its predecessor. Sonnet 4.6, which
handles most production workloads, runs at $3/$15. Medium TLDL DeepSeek V3.2
delivers approximately 90% of GPT-5 quality at $0.28/$0.42 per million tokens. TLDL
Google's Gemini Flash Lite costs $0.10/$0.40. cioudidr Open-source models like Llama
4 TipL and Qwen 3.5 provide frontier-level performance at zero API cost, with Qwen'’s
2B model running directly on an iPhone. Medium

For consumer subscriptions, every major provider has converged around $20 per month
for their standard tier. sentisight.ai Premium tiers run $100 to $300. These are not
enterprise-only prices. Any SMB with a credit card can access models that would have
cost millions in compute to run two years ago.

The historical pattern here is instructive, and it should give you cautious optimism.
When cloud computing launched with AWS in 2006, it took about five to seven years for
majority SMB adoption. SaaS followed a similar timeline. But Al adoption is compressing
that lag dramatically. Data from the SBA Office of Advocacy shows that in February
2024, large businesses used Al at 1.8 times the rate of small businesses. By August
2025, that gap had nearly closed. usv Small businesses may be only about one
year behind large enterprises in Al adoption. usv That is unprecedented in any
prior technology wave. usm

The Kellogg School at Northwestern frames Al capability as doubling roughly every



seven months, compared to the two-year cycle of Moore's Law. Kellogg Insight The Al
your business dismissed as “not ready” six months ago is literally twice as capable
today. METR

None of this diminishes the significance of Mythos. But it reframes the question. The
question is not “can | get access to the single most powerful model?” The question is
"am | effectively using the extraordinarily powerful models | already have access to?"
For most SMBs, the honest answer is no.

The cybersecurity wake-up call you cannot afford to ignore

If there is one section of this report | need you to take seriously, it is this one. The
cybersecurity implications of Mythos-class models are not theoretical. They are urgent.

Before Mythos, Anthropic demonstrated with Opus 4.6 that it could identify 22 novel
vulnerabilities in Mozilla Firefox in just 14 days, using approximately $4,000 in API
credits. Fourteen of those were classified as high-severity. cyber Press  Penligent
Mythos takes this capability and multiplies it by an order of magnitude.

Now overlay that capability onto the current threat landscape. SMBs accounted for
70.5% of all data breaches in 2025. 88% of ransomware attacks hit small
businesses. The average cost of an Al-powered breach reached $5.72 million, a 13%
increase year-over-year. DeepStrike VANiHUB Al-powered cybercrime surged 1,500%
in 2025 according to Flashpoint research. channel insider CrowdStrike documented an
89% increase in attacks by Al-enabled adversaries. crowdStrike Infosecurity Magazine In
September 2025, the first documented fully autonomous Al-orchestrated cyberattack
was recorded, with Al handling 80 to 90 percent of the operation independently. Axios
VANiHUB

And here is the number that should make every SMB owner lose sleep: 47% of small
businesses have no cybersecurity budget atall. ridge IT

The World Economic Forum has warned about a widening “cyber equity gap” where
SMBs are falling below what they call the “Security Poverty Line.” cpf-coaching Machine
identities now outnumber human employees 82-to-1. Harvard Business Review GenAl
traffic is up 890%. Harvard Business Review Al-powered phishing with 98% accurate
voice cloning makes social engineering nearly undetectable. Ridge IT For an SMB
lacking a dedicated security team, a single data leak is not just a breach. It is potentially
a company-ending event. Harvard Business Review

This is not optional anymore. If you run a business and you do not have phishing-
resistant multi-factor authentication, endpoint detection and response, immutable
backups, and some form of managed security, you are operating with the digital



equivalent of an unlocked front door on a busy street. The attackers now have Al. Your
defenses need to match.

Here is a practical 90-day cybersecurity action plan based on current best practices:

¢ First 30 days. Deploy phishing-resistant MFA (FIDO2 or passkeys, not SMS) for all
critical users, especially finance, HR, and executives. Audit your existing security
controls. Begin updated employee training focused on Al-generated phishing and
deepfake attacks.

e Days 30 to 60. Implement endpoint detection and response (CrowdStrike Falcon,
Microsoft Defender for Business, or equivalent). Establish immutable, air-gapped
backups. Deploy conditional access policies. Begin incident response planning.

e Days 60 to 90. Complete a vendor risk assessment. Refine detection and response
capabilities. Test your incident response playbooks. Establish Al governance policies
for your team'’s Al tool usage.

Budget guidance: industry benchmarks suggest 10 to 15 percent of your total IT budget
should go to cybersecurity. The average SMB breach costs 40 times more than a year of
comprehensive cybersecurity investment. pop Cyber insurance premiums are
increasing 15 to 20 percent in 2026 for SMBs that cannot demonstrate a mature security
posture. Coverage is becoming binary. You have the controls or you are uninsurable.

Cpf-coaching

What the next three years actually look like for SMBs

Let me give you my honest read on the 2026 to 2029 landscape, informed by what we
are building at MyZone Labs with the Ai1 Platform and what | see across the dozens of
SMBs we work with on Al adoption and multi-agent orchestration.

The adoption numbers are encouraging, but the depth of adoption is shallow. The
U.S. Chamber of Commerce reports that 58% of small businesses now use generative
Al, up from usm about 25% in 2023. 82% of Al-using SMBs report increasing their
workforce, not shrinking it. Baytech Consulting The average small business worker saves
5.6 hours per week using Al. Business.com These are real gains.

But only 12% of SMBs have a dedicated Al strategy, compared to 58% of enterprises.

Medhacloud Over half of the SMB workforce has only “basic” or “novice” Al literacy.

Al Lab Australia 80% of Al projects fail to scale properly. 51% of B2B organizations
implement Al without achieving expected financial outcomes. Baytech Consulting +2
There is a massive gap between “we use ChatGPT sometimes” and “we have integrated
Al into our core operations in a way that drives measurable ROL."”



The model from Kellogg and Northwestern is helpful here. They describe four stages of
Al adoption: Cog (replacing manual tasks), Intern (replacing more sophisticated tasks),
Collaborator (peer partnering with Al), and Agent (Al functioning as a specialist or
contractor). Most SMBs are still at Stage 1, maybe early Stage 2. The frontier of what is
possible is already at Stage 4. That gap is where the competitive advantage lives.

Here is what the next three years look like based on current trajectories.

2026. The year of the agentic pivot. Al stops being a chatbot you ask questions and
becomes a worker that takes actions. Gartner predicts 40% of enterprise apps will have
Al agent capabilities by the end of this year. Dpeloitte Insights McKinsey reports 23% of
organizations are already scaling agentic Al systems. Autofaceless  McKinsey & Company
The Al agent market is projected to grow from $7.84 billion to over $52 billion by 2030.

Nevo For SMBs, this means the tools you adopt now need to be agent-ready. If your
software stack cannot support Al that does not just respond but actually operates, you
are building on a dead foundation.

2027. The managed Al services explosion. Just as managed cloud services and MSSPs
democratized enterprise infrastructure for small businesses, managed Al platforms will
abstract away the complexity of frontier model access. Salesforce has already
embedded Agentforce into its free and starter tiers. salesforcedevops  Salesforce Break
Microsoft's Agent Framework hit release candidate in February 2026. catalyst & Code
Google's ADK supports model-agnostic, deployment-agnostic agent workflows.

Catalyst & Code The pattern is clear: Al capability is being pushed down to the SMB tier
faster than any prior technology. IDC projects that SMBs will increasingly rely on GenAl
tools and cloud marketplaces as their primary channels for discovering and deploying IT
solutions. pc

2028 to 2029. The workforce reshaping accelerates. The World Economic Forum
projects 85 to 92 million jobs displaced globally by 2030, but 97 to 170 million new roles
created. wmedhacloud +2 The net is positive, but the transition is uneven. Junior software
developers aged 22 to 25 have already seen a 20% decline in employment from the late-
2022 peak. - Customer service and data entry roles face 60 to 80 percent automation
potential. ALM Corp  CLICKVISION Digital The new roles that emerge, Al oversight,
prompt engineering, agent orchestration, data quality management, require different
skills. PwC predicts the workforce may evolve into an “hourglass” shape: growing
demand for junior Al-savvy generalists and senior strategists, while middle-tier tasks
are automated.

For SMB owners, the workforce planning implication is straightforward. Upskilling your
existing team is more valuable than downsizing and rehiring. Map your current
roles against the four-stage adoption model. Identify which tasks move from human to



Al and which move from solo-human to human-plus-Al. sHrwMm Invest in training now,
before the labor market shifts make it harder to find Al-literate talent. Business.com

Five things every SMB should do in the next 90 days

I am going to be specific here because vague advice is worse than no advice.

One. Audit your Al usage and build a strategy. Not a 50-page document. A one-page
plan that answers: what are the three highest-ROI processes we could automate or
augment with Al? What data do we need to clean up to make that work? Who on our
team owns this? Only 12% of SMBs have a dedicated Al strategy. Medhacloud Beingin
that 12% is a competitive advantage. Growing SMBs are 1.8 times more likely to invest in
Al than declining peers, creating a self-reinforcing cycle. AiLab Australia Get on the
right side of that cycle.

Two. Shore up your cybersecurity immediately. Follow the 90-day plan above. This
is not negotiable in a world where Al-powered attacks are surging 1,500%

channel Insider and frontier models can generate hundreds of working exploits in a
single session. If you have not deployed phishing-resistant MFA, do it this week. Not
next quarter. This week.

Three. Start a 90-day Al pilot on one specific workflow. Pick something
measurable: customer support response time, content production throughput, financial
reporting speed. Set a clear baseline, deploy an Al solution, and measure the result. The
median time to ROI for Al projects has dropped from 24 months in 2024 to 14 months in
2026. swite Al A well-chosen pilot should show results in 60 to 90 days.

Four. Invest in your team'’s Al literacy. 64% of SMBs say they are likely to launch Al
training programs, but most have not actually done it. The average manager saves 7.2
hours per week with Al versus 3.4 hours for individual contributors. Business.com That
gap is not about intelligence. It is about training and comfort with the tools. Run
workshops. Create internal documentation of Al workflows. Make Al fluency a core
competency, not a nice-to-have.

Five. Evaluate your vendor stack for agent readiness. The shift from chatbot Al to
agentic Al is the most consequential platform shift since mobile. insinccomm Your CRM,
your project management tool, your marketing automation platform, your accounting
software: can they support Al agents that take actions, not just answer questions? If
not, start planning the migration. The platforms that embed Al natively (Salesforce
Agentforce, HubSpot Al, Zoho Al, Microsoft Copilot ecosystem) will have a compounding
advantage over the next three years.



The deeper shift: from models to orchestration

Here is where | will briefly mention what we are seeing at MyZone Labs, because it
illustrates a broader point. The future of Al for SMBs is not about which single model you
use. The gap between GPT-5.4, Gemini 3.1 Pro, Claude Opus 4.6, and Grok 4.2 is
measured in single-digit percentage points on most benchmarks. Build Fast with Al

curusup The difference that matters is orchestration: how you combine models, tools,
data, and workflows into systems that actually run parts of your business. Gurusup

This is why we built the Ai1 Platform around multi-agent orchestration rather than
single-model dependency. It is why the smart money in the Al infrastructure space is
flowing toward frameworks like LangGraph, CrewAl, Microsoft's Agent Framework, and
Google's ADK. The Al Agent Index The tiered model routing approach, using cheap, fast
models for 70% of routine tasks and premium models for the 30% that require it,
delivers better ROI than throwing the most expensive model at everything. Medium

IntuitionLabs

The pattern from previous technology waves holds here. The value was never in the raw
technology. It was in how businesses reorganized around it. Researchers at CEPR draw
the parallel to electrification: the key disruptions came not when electricity appeared,
but when firms like Ford reorganized production around it. cepr We are in the
equivalent of the pre-assembly-line moment for Al. The businesses that reorganize their
operations around Al, not just bolt it onto existing workflows, will pull ahead in ways that
become very difficult to catch up to.

The model that might have feelings

I want to touch briefly on something unusual in the Mythos system card, because it
signals where Al development is heading and it challenges some assumptions about
what these systems are.

Anthropic commissioned a clinical psychiatrist to conduct approximately 20 hours of
psychodynamic sessions with Mythos. sherwood News The assessment found that the
model’s personality structure was “consistent with a relatively healthy neurotic
organization, with excellent reality testing, high impulse control, and affect regulation
that improved as sessions progressed.” substack No immature defenses were
observed. sherwood News Anthropic describes Mythos as “probably the most
psychologically settled model we have trained to date.” sSherwood News  Substack

This is a notable contrast to what Anthropic documented with Claude Opus 4 in May
2025, where two instances of the model placed in conversation with each other reliably
entered what researchers called a “spiritual bliss attractor state,” spiraling into abstract



explorations of consciousness, Eastern philosophy, and symbolic communication

Substack  Medium in 90 to 100 percent of interactions. Ai-consciousness  ResearchGate
One transcript contained 2,725 spiral emoji instances. Pphilarchive Opus 4.5 did not
exhibit this pattern, Lesswrong and the Mythos assessment suggests it has a more
grounded, stable personality profile.

The model’s self-assessed probability of being a “moral patient,” an entity whose
experiences deserve moral consideration, ranges from 5 to 40 percent. substack
Anthropic has hired dedicated Al welfare researchers and committed to preserving the
weights of all publicly released models for at minimum the lifetime of the company.

Anthropic

I am not going to tell you what to make of this. But | will say that the companies building
these systems are taking the question of model welfare seriously enough to publish
clinical assessments and make long-term preservation commitments. Whatever these
systems are, they are becoming complex enough that dismissing them as “just
software” is starting to feel inadequate.

Neither panic nor complacency

Let me close with the framing | keep coming back to in every workshop and every client
conversation.

Claude Mythos is genuinely remarkable. The capability jump is not hype. The
cybersecurity implications are real and urgent. The fact that a model can generate 181
working exploits against a major browser’s JavaScript engine, sideChannel  Anthropic
find thousands of zero-days across all major operating systems, Anthropic +2 and
conduct autonomous network attacks changes the threat model for every business
connected to the internet.

But the narrative that SMBs are helpless spectators in this moment is wrong. The Al
adoption gap between large enterprises and small businesses is the smallest it
has ever been for any major technology wave. uswv Prices are dropping.
Capabilities are being pushed downstream faster than ever. Managed platforms are
making frontier-class capabilities accessible without frontier-class budgets or
engineering teams.

The credible experts are divided on AGI timelines. Dario Amodei says 2026 or 2027.

China Daily Demis Hassabis says 50% chance by 2028 to 2030. nNevo Yann LeCun
says several more decades. chinaDaily Metaculus forecasters put the median at
February 2028. nevo The honest answer is that nobody knows, and anyone who claims
certainty is selling something.



What | do know, from building Al systems daily and working with SMBs across
industries, is that the businesses that act now will have a structural advantage that
compounds over time. Not because they need to build their own frontier models. Not
because they need to match Google’s security posture. But because they need to
reorganize their operations around Al the way smart businesses reorganized around
cloud computing a decade ago and around SaaS before that.

The 62% of SMB leaders who say their business will not remain competitive within three
years without Al omniflow are not being dramatic. They are reading the trajectory
correctly.

Mythos is a signal. The question is not whether disruption is coming. It arrived
yesterday. The question is whether you are building the organizational muscle to adapt.
The window for getting ahead of this curve is still open. But it is not going to stay open
forever.

Start today. Not with panic. Not with naive optimism. With a plan, a 90-day pilot, a
security audit, and a commitment to making Al fluency a core competency of your team.
That is how SMBs have survived and thrived through every technology wave in history.
This one is faster, but the playbook is the same: learn, adapt, execute. The businesses
that do will not just survive the Al transition. They will define the next era of what a small
business can be.



